
By Patricia Anderson Pryor

Laptops, thumb drives, data sticks, e-mails, and USB ports make it easy for 
employees to walk out of a company with valuable information, customer   
 lists, and trade secrets. An employer’s remedies are often limited. Is there a 

confidentiality agreement or non-compete agreement that limits the employee’s 
ability to use the information? If so, will the court enforce it and can the employer 
prove the employee’s use of the information? Has there been a breach of fiduciary 
duty or a breach of the employee’s duty of loyalty? Are trade secrets involved? 

Under traditional causes of action, employers often struggle to prove action-
able harm. In order to obtain damages, an employer may need to establish that 
the employee has used the information that he or she has copied or downloaded 
and that such use has caused harm. In recent years, employers have attempted to 
use the Computer Fraud and Abuse Act (“CFAA”) to seek damages from depart-
ing employees who take company information or electronic assets with them.

CFAA’S PROHIBITIONS
The CFAA prohibits an individual from:

Intentionally accessing a computer without authorization or in excess of 
authorized access and obtaining information from a protected computer. 
18 U.S.C. § 1030(a)(2)(C); 
Knowingly, and with intent to defraud, accessing a protected computer 
without authorization or in excess of authorized access and by means of 
such conduct obtaining anything of value. 18 U.S.C. § 1030(a)(4);
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By Philip M. Berkowitz

Over the past several months, 
law firms have discharged both 
lawyers and staff in unprec-
edented numbers. Although 
it may be too early to assess 
whether these layoffs will result 
in significant legal fallout, law 
firms may make particularly at-
tractive targets for lawsuits. (See 
the article on page 5, infra, on 
Heller employees.) This is not 
only for the obvious reasons; 
law firms are also targets be-
cause partners may forget the 
obvious, namely, that firms are 
big businesses, subject to the 
same anti-discrimination and 
other employment laws as other 
large, multimillion dollar com-
panies. They can be sued, and 
their internal processes and de-
liberations are subject to discov-
ery, like any other employer. 

Moreover, unlike corporations, 
law firms sometimes choose not 
to retain employment law spe-
cialists to assist them in carry-
ing out a work-force reduction, 
believing that they can advise 
themselves effectively.
LAW FIRMS AS BUSINESSES

Although they may generate 
tens or hundreds of millions of 
dollars in revenue and have thou-
sands of employees, law firms 
often view themselves more as 
families than businesses. The hu-
man resources function in a law 
firm may be relatively weak as 
compared with that of a major 
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By Jennifer Gimler Brady and 
Michael B. Rush

Today’s economic crisis has an as-
tounding impact on America’s work-
force, manifested in stress levels and 
productivity. The American Psycho-
logical Association and Workplace 
Options, a North Carolina benefits 
company, reports that almost half of 
all employees “feel stressed” over fi-
nancial matters, and nearly as many 
feel less productive due to the cur-
rent economic uncertainty. Aside 
from the decline in their personal 
financial portfolios, many employees 
are confronting what has become an 
almost constant threat to job security, 
as reductions in force are anticipated 
in many sectors throughout the year. 
With an unemployment rate of 8.5% 
and an underemployment rate ex-
ceeding 14%, the workplace can be a 
very stressful environment. 

A direct correlation to the un-
certainty caused by stress is the in-
crease in the utilization of employee 
assistance programs (“EAPs”). Typi-
cally, employee utilization of these 
programs is in the 4% to 8% range. 
More recently, however, EAPs have 
reported a 30% to 40% increase in 
utilization rates. When the Employee 
Assistance Society of North America 
(EASNA), the leading trade associa-
tion for EAP providers, surveyed its 
members, it found an almost 90% 
increase in requests for financial ser-
vices provided by EAPs. Requests for 
legal services provided by EAPs in-

creased over 40%, while requests for 
services related to domestic violence 
and substance abuse programs in-
creased over 10%.

Employers are facing significant 
new challenges in managing em-
ployees who are working at unprec-
edented stress levels. Learning to 
identify the signs of stress and un-
derstanding the employment laws 
that may be called into play when 
dealing with stressed-out employees 
are among these challenges.  
SOURCES OF EMPLOYEE STRESS

The most obvious source of em-
ployee stress is the fear of job loss. 
Each day is punctuated by reports of 
layoffs, and plant or store closings. 
As job cuts increase, employee stress 
mounts. This stress stems not only 
from the fear of losing one’s job, but 
also from the uncertainty that a job 
loss would bring in terms of the ef-
fects on one’s family and economic 
situation. 

Reductions in force also increase 
employee stress due to the pressure 
they place on employees to meet in-
creased job expectations. Employees 
will likely feel the need to enhance 
performance in the hope that they 
will be spared from a layoff. More-
over, employees who are fortunate 
to retain their positions will confront 
the sobering reality that they now 
have fewer people to do the same 
amount of work. That is another reci-
pe for stress. “Survivor guilt” also can 
take its toll on the employees who 
retain their positions. Survivors of 
mass layoffs report feelings of grief, 
anger and guilt. These feelings may 
be shared by managers who con-
ducted the layoffs.
SPOTTING STRESS IN THE  
WORKPLACE

Stress is not a one-size-fits-all con-
dition. Employees may respond to 
stressors differently, and stress can 
manifest itself in different ways. 
However, the following are some 
common indicators of stress. 

Depression and Other Illnesses. Of-
ten a major sign that employees are 
stressed out, depression is the most 
common reason for stress-related 
absences. Similarly, an unexpected 
increase in the use of sick days for 
minor illnesses and colds may be an 

indication that an employee is under 
significant stress.

Performance. A decrease in pro-
ductivity or a marked drop-off in 
the quality of work are also major 
indicators of stressed-out employ-
ees. Employers may notice employ-
ees working less and perhaps tak-
ing more frequent coffee or smoke 
breaks. Similarly, an increase in the 
number of overtime hours, with little 
output to show for these additional 
hours, could be a sign of a stressed-
out workplace. 

Inappropriate Behavior. Another 
sign that employees may be under 
significant stress is an increase in 
misconduct or other negative interac-
tions with management. In general, 
if an employer notices an increase in 
instances of employee insubordina-
tion, or an increased number of situ-
ations where employees are lashing 
out at one another or management, 
this could signal elevated employee 
stress. Likewise, increased stress may 
be to blame for a noticeable increase 
in employee complaints about cer-
tain tasks or their workloads. This 
increasing frustration might be evi-
denced by employee complaints that 
no one listens to them or threats of 
quitting.
LEGAL IMPLICATIONS 

As discussed above, stress, a com-
mon factor in life, has taken on 
greater significance in today’s un-
certain economic environment, and 
employers need to be aware of some 
important legal considerations that 
may come into play when deal-
ing with a stressed-out workplace. 
Claims related to stress may impli-
cate several employment laws, such 
as state workers’ compensation laws, 
the Family and Medical Leave Act 
(“FMLA”), the Americans with Dis-
abilities Act (“ADA”), and possibly 
other state and federal laws. Extreme 
stress can cause problems of varying 
degrees, which could lead to poten-
tial liability if not managed proac-
tively by employers. 
EMPLOYMENT LAWS TO CONSIDER

The workers’ compensation laws 
of the particular jurisdiction in ques-
tion are potentially applicable em-
ployment laws with respect to stress. 
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Based on the stress an employee is 
experiencing, an employee may file 
a workers’ compensation claim if the 
stress manifests itself in a physical or 
mental impairment. The success of 
a workers’ compensation claim for 
mental injury based solely on stress 
will depend largely on the jurisdic-
tion where the claimant is employed. 
For instance, many states require a 
physical injury and thus will bar 
claims for mental injuries caused 
solely by stress. Other states require 
that the mental injury be the result of 
a specific incident or event, such as 
a sudden shock, and, therefore, deny 
compensation where the sustained 
stress and strain of employment is 
responsible. While some states per-
mit recovery where the mental injury 
is caused by gradual stimuli, most of 
these states limit compensation to 
cases where the day-to-day stress 
responsible for the mental disor-
der is significantly greater than that 
normally experienced by employees 
and often require the stress to be 
“extraordinary” or “unusual.” Finally, 
some states compensate mental inju-
ries caused gradually by the ordinary 
stress of employment. Regardless of 
the specific criteria used, in most ju-
risdictions that allow such claims, an 
employee must be able to offer ob-
jective evidence that his or her work 
conditions were actually stressful 
and also that such conditions were a 
substantial cause of his or her men-
tal disorder.

The FMLA is another potential 
source for concern. If an employee 
qualifies for leave under FMLA, that 
leave can be granted because of a 
serious health condition that makes 
the employee unable to perform the 
functions of his or her job. FMLA 
regulations define a serious health 
condition as “an illness, injury, im-
pairment or physical or mental con-
dition that involves inpatient care … 
or continuing treatment by a health 
care provider …  .” In those situa-
tions where an employee is receiv-
ing treatment by a doctor for stress-
related problems — and the doctor is 
willing to certify the person’s mental 
injury (i.e., stressed-induced condi-

tion) is a serious health condition for 
purposes of the FMLA — employers 
are well-advised to grant the leave 
request. As always, employers are re-
minded when dealing with employ-
ees taking FMLA leave to be vigilant 
throughout the process so as not to 
be exposed to retaliation claims. 

It is also possible that the ADA 
could be implicated by stress in the 
workplace. For an ADA claim to be 
successful, employees must first 
show that they are disabled and also 
that they can perform the essential 
functions of their job, with or with-
out accommodation. ADA defines 
“disability” as “a physical or mental 
impairment that substantially limits 
one or more major life activities.” 
The most likely major life activity to 
be addressed by a claim is “work-
ing.” Employees bringing stress-
based ADA claims would argue that 
extreme workplace stress resulted 
in their having a disability that sub-
stantially limits their ability to work. 
Such irony hopefully would not be 
lost on the courts, many of which 
have held that job-related stress is 
not a disability and that employees 
are not entitled to reasonable ac-
commodations. In fact, courts have 
consistently held that employers are 
not required to provide stress-free 
workplaces. Employers should bear 
in mind, however, that if workplace 
stress manifests itself in some other 
serious physical or mental impair-
ment, that condition may be covered 
by the ADA. 

DISCIPLINARY ISSUES AND THE 
NEED TO MAINTAIN CONSISTENCY

Predictability can help reduce 
stress. Staying the course in address-
ing performance problems in a time-
ly manner and uniformly and consis-
tently enforcing workplace policies 
are steps employers must take. Em-
ployers who relax their standards 
as a way to release stress may in 
fact be increasing employee stress, 
as employees confront yet another 
question mark. Relaxing standards 
of performance could lead some 
employees to believe that failure to 
comply with policies will be tolerat-
ed, with the possible result being de-
creased productivity and disciplinary 
issues. Employers should be under-

standing and supportive, while con-
tinuing to maintain accountability. 
WORKPLACE VIOLENCE 

In certain situations, an employee 
who is under extreme stress may 
pose a risk of harm to himself or oth-
ers. Hopefully, these situations are 
few and far between, but employ-
ers need to be prepared. One step 
to take would be to train managers 
to recognize the signs of extreme 
stress that could lead to workplace 
violence. These signs may include 
dramatic changes in attendance or 
punctuality, unusual or heightened 
sensitivity to criticism, belligerent 
behavior, making threats (no matter 
how benign or exaggerated they may 
appear), extreme personality chang-
es, unusual or animated outbursts 
of anger or emotion, or arguments 
with co-workers that do not get re-
solved. Employers should revisit (or 
develop) workplace violence poli-
cies to ensure that they are current 
and adequately address the potential 
for violent incidents. In today’s envi-
ronment, employers are cautioned to 
pay greater attention to any unusual 
or extreme outburst by employees. 
These actions may be more than just 
a single incident of reacting to pres-
sure and stress. Such behavior must 
be taken seriously in efforts to pro-
tect employees, as well as the inter-
ests of the employer.
WHAT CAN EMPLOYERS DO TO 
HELP MANAGE EMPLOYEE STRESS?

Stress in the workplace is unavoid-
able. However, employers can help 
employees manage their stress by 
taking a few simple steps, including:

Communicate and listen. Un-
certainty breeds stress, and 
hearing from management 
regularly, even when the news 
may not be positive, fosters 
a sense of common mission. 
Providing employees with a 
forum for voicing their con-
cerns can be a very empower-
ing stress-management tool.
Be empathetic. Build a sense 
that everyone is in this to-
gether because employers and 
employees alike are affect-
ed by the current economic 
downturn. By demonstrating 
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or loss caused, if the loss exceeds 
$5,000 in value. 18 U.S.C. § 1030(g). 
Damage is defined, somewhat nar-
rowly, as impairment to the integ-
rity or availability of data, a pro-
gram, a system or information. 18 
U.S.C. § 1030(e)(8). Courts are split 
on whether unauthorized copying, 
downloading or e-mailing confiden-
tial information amounts to dam-
age to a protected computer. Some 
courts require some “diminution 
in the completeness or usability of 
data or information on a computer 
system.” Resdev LLC v. Lot Build-
ers Assn, 2005 WL 1924743, at * 5 
n. 3 (M.D. Fla. 2005). These courts 
require deletion or damage to files; 
the mere copying and e-mailing of 
files is not enough. See Garelli Wong 

& Assoc. v. Nichols, 551 F. Supp. 2d 
704, 710-11 (N.D. Ill. 2008). 

“Loss” is defined as “any reason-
able cost to any victim, including the 
cost of responding to an offense, con-
ducting a damage assessment, and 
restoring the data, program, system, 
or information to its condition prior 
to the offense, and any revenue lost, 
cost incurred, or other consequential 
damages incurred because of inter-
ruption of service.” 18 U.S.C. § 1030(e)
(11). Courts, again, are split on their 
interpretation of this definition. Some 
have interpreted it broadly to in-
clude loss of business and business 
goodwill. See Contract Associates Of-
fice Interiors, Inc. v. Ruitel, 2008 WL 
3286798, *3 (E.D. Calif. 2008). Others 
have concluded that all forms of loss 
are limited by the last clause and must 
be “incurred because of interruption 
of service.” See American Family Mu-

tual Insurance Co. v. Rickman, 554 F. 
Supp. 2d 766, 771 (N.D. Ohio 2008).

One principle that is fairly accept-
ed is that recoverable loss under the 
CFAA can include the cost of any fo-
rensic investigation undertaken by 
the employer to determine and/or 
correct any damage. In Teksystems, 
Inc. v. Modis, Inc., 2008 WL 5155720, 
*5 (N.D. Ill. 2008), the employer al-
leged a cause of action against an 
employee who downloaded the 
company’s confidential information 
after accepting a position with a 
competitor but before notifying the 
employer. The employer’s loss was 
the cost of the computer forensic in-
vestigation into his conduct.

Although in some jurisdictions 
damages or loss under the CFAA 
may be easier to prove than under 
more traditional theories of recovery, 
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a sensitivity to their personal 
situation, employers are help-
ing employees cope. 
Be flexible. Increased work-
place demands can be stress-
inducing, and by offering some 
flexibility, the impact may be 
reduced. If possible, consider 
such things as permitting em-
ployees to alter their work 
hours or to work from home. 
Be consistent. Continue to 
follow workplace policies as 
closely as possible, recogniz-
ing the rapidly changing en-
vironment. Predictability, even 
in “bad news” situations, eases 
stress. Fairness and respect 
should never be downsized.

Provide training. In-house pro-
grams on useful and timely 
topics may prove helpful to 
and appreciated by employ-
ees. Suggested subjects in-
clude financial management 
in uncertain times (budget-
ing, managing debt, investing, 
etc.); coping with stress; and 
job skills training for consoli-
dated positions.
Promote wellness. It is beyond 
question that prolonged, ele-
vated stress can take a serious 
toll, physically and mentally. 
Employers can help minimize 
the negative effects of stress 
by offering wellness benefits, 
including health coaches (ex-
ercise and nutritional coun-
seling); and health screenings 
(for example, blood pressure, 

cholesterol and blood sugar, 
all of which can be adversely 
impacted by stress).
Adopt an EAP. Reintroduce 
your EAP. Educate — or re-
educate — employees about its 
benefits. For many employees, 
EAP orientations are a distant 
memory. Encourage utilization. 
Seeking assistance can help re-
store a sense of control.

CONCLUSION
While no employer can guarantee 

a stress-free workplace, particularly 
in today’s chaotic and unpredictable 
economic climate, by taking some 
relatively simple, affirmative actions, 
employers can help employees man-
age, and perhaps even master, their 
stress. 
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By Amanda Royal

Former employees of Heller Ehrman 

sued at least 179 former partners in 

April, demanding they fork over $32 
million for the largest group of credi-
tors in the defunct firm’s bankruptcy. 

The suit, an adversary proceeding 
filed in the Bankruptcy Court for 
the Northern District of California, 
targets all partners who were at the 
firm on Aug. 11, 2008, when 60 days’ 
notice should have been given to the 
first employees laid off on Oct. 10, 
said Craig Collins, of Los Angeles liti-
gation boutique Blum Collins. 

BACKGROUND
Heller’s former shareholders prefer 

not to be called partners. They were 
technically shareholder employees 
of the professional corporations that 
composed the limited liability part-
nership, which could make proving 
liability for the LLP’s employee wag-
es a little more complicated. 

The suit could have duplication or 
jurisdictional issues, since a similar 
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