
I. APPLICABLE LAWS AND REGULATIONS  

A. Constitutional Provisions  

B. Personal Data Protection Provisions  

1. Who is covered?  

2. What is covered?  

3. Who must comply?  

C. Data Management Provisions  

1. Notice & Consent  

2. Collection & Use  

3. Disclosure to Third Parties  

4. Data Storage  

5. Access & Correction  

6. Data Security  

7. Data Disposal  

8. Data Breach  

9. Data Transfer & Cloud Computing  

10. Other Provisions  

D. Specific Types of Data  

1. Biometric Data  

2. Consumer Data  

3. Credit Card Data  

4. Credit Reports  

5. Criminal Records  

6. Drivers’ Licenses/Motor Vehicle Records  

7. Electronic Communications/Social Media Accounts  

8. Financial Information  

9. Health Data  

10. Social Security Numbers  
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11. Usernames & Passwords  

12. Marketing to Minors  

13. Location Data  

14. Other Personal Data  

E. Sector-Specific Provisions  

1. Advertising & Marketing  

2. Education  

3. Electronic Commerce  

4. Financial Services  

5. Health Care  

6. HR & Employment  

7. Insurance  

8. Retail & Consumer Products  

9. Social Media  

10. Tech & Telecom  

11. Other Sectors  

F. Electronic Surveillance  

G. Private Causes of Action  

1. Consumer Protection  

2. Identity Theft  

3. Invasion of Privacy  

4. Other Causes of Action  

H. Criminal Liability  

II. REGULATORY AUTHORITIES AND ENFORCEMENT  

A. Attorney General  

B. Other Regulators  

C. Sanctions & Fines  

D. Representative Enforcement Actions  

E. State Resources  

III. RISK ENVIRONMENT  

IV. EMERGING ISSUES AND OUTLOOK  

A. Recent Legislation  

1. Data Breach Notification  

2. Health Information  

B. Proposed Legislation  

1. Educational Privacy  

C. Other Issues  

1. Equifax Breach  
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